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Welcome

Thank you for using our Digital Surveillance System (DSS)!
This user s manual is designed to be a reference t
Here you can find detailed operation information about DSS.
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Cybersecurity Statement and Recommendations

Cybersecurity Statement

You are responsible for the risks resulting from connecting your product to the internet,
including but not limited to, cyber-attacks, hacking attacks, computer viruses and malware,
etc. Please protect your data and personal information by taking necessary actions, such as
changing the default password and using a strong combination, changing your password
periodically, keeping your firmware up-to-date, etc. Dahua is not responsible for any
dysfunction, information leakage or other problems caused by failure to take necessary
precautions to secure your devices. We will provide product maintenance services.

To the extent not prohibited by applicable laws, Dahua and its employees, licensees, and
affiliates are not liable for personal injury, or any incidental, special, indirect, or consequential
damages whatsoever, including, without limitation, damages for loss of profits, corruption or
loss of data, failure to transmit or receive any data, business interruption, or any other
commercial damages or losses arising out of or related to the use or inability to use its
products or services, however caused, regardless of the theory of liability (contract, tort or
otherwise), even if it has been advised of the possibility of such damages. Some jurisdictions
do not allow the exclusion or limitation of liability for personal injury, or of incidental or
consequential damages, so this limitation may not apply to you.

In no event shall liability for all damages (other than as may be required by applicable laws in
cases involving personal injury) exceed the amount paid for products or services.

Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get HAhackedo i

recommends changing default passwords immediately and choosing a strong password

whenever possible. A strong password should be made up of at least 8 characters and a

combination of special characters, numbers, and upper and lower case letters.

2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera

firmware up-to-date to ensure the systemis current with the latest security patches and fixes.

Check the firmware release of your running devices. If the firmware release date is over 18

months old, please contact a Dahua authorized local distributor or Dahua technical supp ort for

available update releases.

iNice to haveodo recommendations to improve your

1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are

able to access the system.

iX

S

due

net



2. Change DefaultHTTP and TCP Ports:

60 Change default HTTP and TCP ports for Dahua syst
communicate and to view video feeds remotely.

0 These ports can be changed t e655% Avoiding thedefaultn u mber s
ports reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your
devices and recorder.

4. Enable IP Filter:
Enabling your IP filter will prevent everyone, except those with specified IP addresses, from
accessing the system.

5. Change ONVIF Password:

On older IP Camera firmware, the ONVIF password does not change when you change the

systembs credentia@ailtsheNoupdwat é nheedcamerabds fir mwa
manually change the ONVIF password.

6. Forward Only Ports You Need:

6 Only forward the HTTP and TCP ports that you nee
numbers to the device. Do not DMZ the device's IP address.

0 You do not need to forward any ports for individ
recorder on site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:
Those using SmartPSS to view their system and on a computer that is used by multiple people
should disable auto-login. This adds a layer of security to prevent users without the appropriate
credentials from accessing the system.

8. Use a DifferentUsername and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system.
Using a different username and password for your security system will make it more difficult for
someone to guess their way into your system.

9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and

functions they need to use to performtheir job.

10. UPnP:



60 UPNP omatically tey to forward ports in your router or modem. Normally this would be a
good thing. However, if your system automatically forwards the ports and you leave the
credentials defaulted, you may end up with unwanted visitors.

0 | f you ma redthelHTTY ardidd €Pwparts th your router/modem, this feature should
be turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.

11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily,
for tracing and testing purposes only.

12. Multicast:

Multicast is used to share video streams between two recorders. Currently there are no known
issues involving Multicast, but if you are not using this feature, deactivation can enhance your
network security.

13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the
system log. The system log will show you which IP addresses were used to login to your system
and what was accessed.

14. Physically Lock Down the Device:

Ideally, you want to prevent any unauthorized physical access to your system. The best way to
achieve this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a
lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world
and cannot be accessed directly.

16.Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the
same network the security system needs in order to function properly.

For latest information about Dahua the cybersecurity statement and recommendations, please
visit wwv.dahuasecurity.com.

Xi


http://www.dahuasecurity.com/

1 Overview

DSS Platform is software for user to manage DSS and it has the following functions:

5

5

Multi-device, multi-channel real time monitoring and record playback
Local snapshot, record mark and etc. of playback record

E-map function allows user to position the device at any time.

Audio intercom allows client to communicate with front-end device and broadcast.
Video intercom, remote unlock and talk

Easy management and Control TV Wall display synchronously.
Customize monitoring plan and supports multi-channel/window video tour.
Alarm activation with alarm video

Mouse simulating rocker to control PTZ

Fisheye and speed dome link

Access control, alarm controller arm/disarm

Behavior analysis, people count, heat map.

DSS platform support download, installation and usage of 32bit/64bit Client. DSS Client has four
types:

5

5

B

C/S Client

B/S Client, see Ch 22.
Android Client

iOS Client



2 Configure System

2.1 Initialization Config

Before you use the platform, please follow the steps listed below to set the initialization
information.

2.1.1 Startup

Connect the power supply and startup.
The first time you startup, system will format the hard disk automatic, may take you about 10
minutes, please be patient.

Note: DSS Built-in one 1T corporate hard disk, if system start abnormal, need to check
whether the hard disk is loose.

2.1.2 Set System IP Address

Before you use DSS platform, please set system IP address.
DSS default IP address:

port1l 192.168.1.108

port2° 192.168.2.108

port3 192.168.3.108

port4 192.168.4.108

5

2.1.3 Get IP Address
Step 1. If youforget DSS platform IP, you can find it back via two methods:
DSS can view LCD panel of server, DSS4004, software server can connect to monitor.
Use ConfigTool to search.
The latest version of ConfigTool can be downloaded from Dahua official website.

Open ConfigTool, you can see Figure 2-1.

(Q ConfigTool ﬂ B

Find number of devices: 0 ‘ 1Pud | v ‘ ‘ Al | v || ‘ Q| ';:GRE"E‘S”)‘;' ‘\E Login ),' l. Setting .‘I '\:‘?at‘:”‘ Mode:;l
No. Type Model P TCP Port HTTP Port Subnet Mask Gateway MAC SN Version Operate
Setting x
Search by IP domain
IP Number
Default UserName
Default Password
I‘j\ Cancel j\
Figure 2-1



Step 2. Click Refresh, it will list out device list and details including DSS server within LAN.
2 TR ¢
( ConfigTool ol (3 '

Find number of devices: 99 I 1Pv4 MI Other ll“ LgJ lELDgln) (,?Fﬁ'.iﬂg. ) @atcljl M_odé)

TCP Port HTTP Port SubnetMask Gateway

32 DSS DSS 172.7.57.157 5050 255.255.0.0 172701 4c:11:bf:0b:66:03 | 1C00839PAS... | 6.02.000 # e

80
33 Dss DSsS 172.7.56.61 5050 80 255.255.0.0 172701 4c:11:bf:0b:66:0e | 1CO0839PAS... | 6.03.000 # e
34 DSS DSs 172.7.55.190 5050 80 255.255.0.0 172701 9c:5c:Bei4f:4f:29 |9c5c:8e:4f4... | 3.22.000 ﬁ e
35 DSS DSS 172.7.57.101 5050 80 255.255.0.0 172701 f8:bc:12:4e:3f:b6 |f8:bc:12:4e:.. |3.22.000 # e
36 DSS Dss 192.168.2.190 5050 80 255.255.255.0 192.168.2.173 |9c:5c:Be:4f4f2a |9c:ScBe:df4.. | 3.22.000 ﬁ e
37 DSS DSS 172.7.56.60 5050 80 255.255.0.0 4c:11:bf:0b:66:0a | 1234567890... |3.20 # e
38 DSs Dss 172.7.56.76 5050 80 255.255.0.0 172701 4c:11:bf:25:33:d9 | 1E03F27PB... |6.03.000 # e
P —_——— ——— A~ ———— -~ ——————- am——~———a Vet el e - il iy . mm e o~
Figure 2-2

2.2 Quick Guide

Step 1. Please input http://ip/config on the IE and then click Enter button. System pops up the
following dialogue box. See Figure 2-3.

Config System

Username:

Password:

Figure 2-3
Step 2. Please input user name and password. System default user name is admin and
password is 123456.

Note: If you login in by using initial password, system pops up a password
modification box, asking you to change password. You can login system only after
you change password. Password can contains number, letter, underline and other
symbols.

Step 3. Click Login. The system shows Quick Guide interface, see Figure 2-4.


http://ip/config

Segment Setup

Server Config

LAN/WAN Mapping Maste/Slave Hot Backup N+ Time Map Email

Basic

Map Server

Network Mode@: Multi-address - Default Network Card@: Network card 1[sth0] [1000Mbps ~

Email Server
Storage Config
Self-check

System Upgrade

Select network card (@):  Metwork card 1[eth0] [1000Mbps ~
MAC Address:

IP Address: 172.7.56.77

Advanced Setting Subnet Mask(@: 255.255.0.0

Default Gateway@: 1727.0.1
Preferred DNS: 5389

Alternate DNS: £.5.4.9

Save and Reboot || Skip

Figure 2-4

Step 4. Configure TCP/IP.

1. Select appropriate network mode, and set IP address, subnet mask,
gateway and etc. for different Ethernet cards.
2. Click Save and Reboot. If you do not want to configure, please click Skip.

If you click Skip, the system will operate according to current IP and perform

next config.
Note:
Multi-address mode’ known as multi-Ethernet card mode, you have more than one
segment can configure with different segments; this mode requires higher network
reliability.
Such as: configure hot spare, which requires Ethernet 2 with hot spare server beat IP; as
well as being used in plan with ISCSI extended storage. While, under planning of
Ethernet port: Ethernet port 1 as server communication, port 2 as reserved, port 3 and 4
as ISCSI storage.
Load balancing: known as Ethernet card binding mode, suitable for condition that
requiring higher network band width, and used in plan of high performance demand or
non-ISCSI storage.
Fault-tolerant mode'~ master-spare strategy” Only one device is in active status, and
when one device goes down, the another immediately switches from hot spare to master
device. MAC address is visible from outside. Viewing from outside, bond MAC address is
exclusive in order to switch disorder. This mode only provides fault tolerant function; so
this algorithm may improve usability of network connection, but its resource utilization is
low as there is only one port in working status and when there are N network ports, its
resource utilization is 1/N.
Advanced binding: used to let user select quantity of Ethernet card to be bound when the
Ethernet card mode is load balancing, in order to achieve stream forwarding over 1K by
one Ethernet card; for example: 2 IP bindings, plus 2 multi-addresses, this server can
have 3 IPs, and bound IP bandwidth is 2K, the other 2 are 1K, suitable for pure stream
forwarding scene (storage not recommended).

Step 5. LAN/'WAN mapping config.

1. Configure IP address, router address and each type of server port. Click@)

next to each server, and you can view definition of related server.



Note:

If the system access WAN via router LAN/'WAN mapping, then you need to fill in WAN
address and port info of related Ethernet port. If no port is mapping, then you can main port
config. Address of router is the address accessed by WAN.

See Figure 2-5.

e S m ot eckup mm

Ifth rnal and external may of router, the ed to fill in WAN address and port i on. If no port mapping, the it need to change port

Quick Guide

b
N

Advanced Setting

Figure 2-5

2. Click Save and Next. If you do not configure, then click Skip. See Figure
2-6.

LANIWAN 1zpRing — m“

Default s select "Slave

Quick Guide

Previous Step Save and Next m

Advanced Setting

Figure 2-6
Step 6. Master/slave server selection.
1. By default, the system uses master server, and if you want to set it to slave
server, please select Slave.

Note:

Server in a distribute system has two types: master and slave. There is only one master server
and the rest are slave servers. Master server is the only controller which manage data, device
and dispatch other distribution work. In the system, only master server will enable database

mysql server™ , tomcat and CMS and etc. Role of distribute server includes device
input+forward+storage, only enable corresponding function services, such as DMS, MTS, SS,
ARS, PCPS and etc. The entire system has only one port to user which is master server IP
address.

2. Click Save and Next. If you do not configure, click Skip.

Step 7. Hot spare.

1. If the system configures hot spare, when master server goes down, hot
spare server will replace master server and continue working, to main
system stability. When master server recovers, the system will switch back
to master server, see Figure 2-7.



Quick Guide

T EANTWAL Maper “g S mm

this main server and maintain system operation after main server finish downtime, please configure a hot spare service for this main server, fill in the

Advanced Setting

S

Figure 2-7

Virtual IP An IP not used in network segment and is configured with
virtual IP. No matter where master server or hot spare server
works, they all can be accessed via virtual IP without
distinguishing master and hot spare servers.

Mask Mask info.

Spare IP Hot spare server IP address, known as address of port 1 of hot
spare server.

Spare beat IP . Hot spare server beat IP address, known as address of

port 2 of hot spare server.
Spare config system user | Hot spare server CONFIG SYSTEM account and password.
(password)

Clear Alarm Data After hot spare is configured, the system will auto sync master

data with spare. If master alarm information is too much which

causing long time for sync, it will clear alarm data on master
server when hot spare is enabled by default.

2. Before the system starts hot spare, first make sure the master server and
hot spare server are correctly configured physically and port 2 of both
master and hot spare servers are connected via Ethernet cable within the
same segment. Port 1 of both master and hot spare servers is configured to
have different accessible addresses within the same segment. See Figure

2-8.
Active Server Keepalive Hot standby Server
. Lan 2 Lan2 b
lan1l 192.168.1.110 192.168.1.111 l lan 1
172.7.1.166 R 172.7.1.169
VIP
172.7.1.5
Figure 2-8

Note: During hot spare, we do not recommend to use master and hot spare servers as
central storage.
3. Setvirtual IP, spare IP and etc., click Save and Next.



Step 8. N+M.
The system shows A Nighi® 2-9iNmM lemckdpascfer meclsarisen of

slave server in a distribute. After a distribute server add redundant server, if this slave
server goes down and cannot reboot in 60s, CMS will allocate device and business of
this slave server to redundant server, meantime it will save record on disk of redundant
server.
1. First login config system of the slave server you want to configure, in
distribute, select Slave, see Figure 2-9.

Quick Guide

TCFR/IP LA AN Mappi Maste/Slave
Segment Setup /A Mapeine s “

Server Config

Default server is main server, if you want to config this server to slave server, select "Slave”.

Basic

Email Server

=)
& Slave
=]

Storage Config

Selfcheck

System Upgrade
Advanced Setting

Figure 2-9
2. Fillin master server IP, see Figure 2-10.

Quick Guide

e

Server Config

Configure center server IP address.

Email Server

Storage Config
Self-check

System Upgrade
Advanced Setting

Figure 2-10
3. Login master server config system, in N+M interface, you can see all slave
servers, see Figure 2-11.

Quick Guide

Server Type Operation

Figure 2-11



4, Sel ect corresponding slave server, in AE

after server reboots, Server Status shows . which means that slave
server can be used as normal, see Figure 2-12.

Name Server Status [ ELE Server Type Operation

[) [)

Figure 2-12
5. If you want to configure redundant server for slave server, select slave
server you want to configure it to redundant server. In Enable column
enable button, and in Server Type column modify server type to be non
redundant server type.

6. Select one slave server, click - button, the system pops up edit box,

see Figure 2-13.
Select redundant server on the left, click Add to add it to the right, click OK.

Mame Running Status Server Target Operation

e + ¥

Figure 2-13
After set redundant server, you can see Figure 2-14.

Name Server Status Enable Server Type Operation

() L)
. .-

Figure 2-14
When distribute server goes down, redundant server will replace it in 60s and you may view status
of redundant server.



Click s’ button next to redundant server, to view info in home server mounted by redundant

server and current operation status. See Figure 2-15.

———

Name 1727.57.252 G L
Home Server
Mame Main Server Status Alternate Server Status
20.2.39.50 2» Running
Figure 2-15

Note:

5

Server status: green means that distribute server is running, when you add device, you can
mount it on current distribute server; grey means that the distribute server is not used, when
you add device, this distribute will not be shown in server list; blue means that this server is
redundant.

Enable: highlight means that server is enabled. Grey means disabled.

Server Type: highlight means that it is distribute server for now; grey means that it is
redundant server for now.

Note:

During N+M backup, certain data will be lost depending on size of stream.

When redundant server is working, the record originally saved on slave server can be
searched but cannot be played, but if original slave server has been recovered from
abnormality but the device has not been moved back, those records on original distribute
server can also be played.

When distribute server recovers, you can manually move back device to original slave server.
In Figure 2-16, click the red button, now you can search and playback record in both slave
server and redundant server.



Mame Main Server Status Alternate Server Status

s

Figure 2-16
7. Click Save and Next, if not set, click Skip.
Step 9. Set Time. The system shows Time interface, see Figure 2-17.

ync time, it will only sync time, and original time zones o

Figure 2-17
1. Check DST, then select time zone of DST. If you do not check DST, then you
do not need to check time zone.
2. Configure time zone and time, default is UTC+08:00, it can quickly sync with
PC.
If there is NTP server, you may configure to ensure accuracy of DSS time.
Non-central servers do not have NTP function.
3. Click Save and Next, if you do not configure, please click Skip.
Note:
When NTP sync with server, scene are not the same.
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NTP sync may target server at a specific server (has NTP function) to sync time, while only
can remain syncing with one server.
Sync time on Manager-end, it sync serves of entire group related to this server.

Non-central servers do not have sync time function.

Hot spare, master/slave server time config, you can check NTP sync, enter identical server IP, see

below:

TCR/IP LAN/WAN Mapping

Maste/Slave Hot Spare MN+M

Time Zone: | (UTC+08:00)Beijing, Chongging, Hong Kong, Urumgi ¥

Datef Time: 2015-05-03

203719 Sync PC

Step 10. Configure Email.

NTP Setup: |/

hanual Update

NTP Server: 20.2.33.15

Communication normall

Update Period: 60

Minute{1~65535)

Figure 2-18

The system shows Email interface.

Support yahoo, gmail, hotmail. For yahoo and gmail mail box, it only supports SSL
encryption, and for hotmail mail box, it only supports TLS encryption.

Configure email server. When alarm occurs, this email server may send email to specific

user.
Parameter Note
SMTP Address Fill in email server address.

Port

Fill in email port.

Username and Password

Username and password of email box sends out email.

Sender Mail Address

Email address.

Encryption Type

There are 3 types, 1. No encryption, 2. TLS encryption, 3. SSL
encryption. Method of encryption can be used for
inter-organization email server.

Test Recipient

Enter email address of a test receiver, click Mail Test. So he/she
can receive a test email to check the email setup.

Step 11. Fill in all contents, click OK. Reboot server.

2.3 Segment

TCP/IP config, LAN/MAP mapping are same as config in wizard, skipped here.

2.4 Server

Click Server Config on the left, see Figure 2-19.
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TrEitTie s DMS s ARS PCPS 5050 PTS 55

Segment Setup

Auto register re-position port: 2005

Basic
Email Server = Apply D Restore Default
Storage Config
Self-check
System Upgrade

Advanced Setting

Figure 2-19

R CMS:
This function is mainly for registration of CMS device mount on N+M back.
Auto register device: need to fill in server IP and CMS port (by default ARS server port is 9500), if
you directly write server IP, then when the server goes down, redundant server will replace, and
the Auto register device cannot register to redundant server.
To prevent this situation, when you register it, fill in hot spare VIP for server IP, and fill in port as
port of CMS (9500 by default).
By auto registering Auto register device, when server has redundant server replacement, it can be
used as normal.
Note: This function requires specific device (please refer to the device).

DMS

Set Reset listening port, itis 80 be default.
, SS
Max locked record ratio: record lock function, currently only support to lock center record; after
record is locked at client, when storage disk is full and overwrites, it skip locked record and
overwrite non-locked record.
Default ratio is 10, and user can customize size of lock record.

PES

Control pos end string, end string is AThank you
. ARS:
Auto register server IP is server port, which is 9500 by default. It can be modified as long as
identical with registration on device.
Stream type: self-adaptive, main stream and sub stream.

5

5

Self-adaptive: when access client, according to client setup, stream self adapts to change.
Main stream: when access client, do not affect by client setup, stream type shows main stream.
Sub stream: when access client, do not affect by client setup, stream type shows sub stream.
Currently stream type setup is valid for static connection auto registration device (device auto
register type, please refer to device).
. PCPS
This option is for non-Dahua device connection. Pleas maintain default setup.

SOSO server

12



Quick Guide

CMS DMS 55 ARS PCPS PTS 5C5

Segment Setup

Basic

Email Server

Storage Config

Self-check

System Upgrade
Advanced Setting

Figure 2-20
SOSO server config is to filter search content.
In DSS Manager-end interface, add device, click auto search. See Figure 2-21.

Auto Search

Encode

Figure 2-21
Server enables auto search of Dahua device by default and disables auto search of ONVIF device,
see Figure 2-22.

Auto Search Encoder

| Eoaad aipedces |- o Qsah |

Name Manufacturer Type > Address ort Add Type Operation

N E
+

.2 oot |

7

E E B

| E ==
+ e+ e ] ]

]

Figure 2-22
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PTS server
Picture storage server port, 8081 by default.

SCS server
SCS server config, current version is config item of video talk server. Default is in Figure 2-23.

Quick Guide CMS DMS 55 ARS PCPS 5050 PTS 5C8

Segment Setup

Sip Server Address: F?Z?.SS.S? ‘
Server Config

Basic Sip Port No: FUSU

Email Server
| @Apply || ‘D Restare Default |

Storage Config

Self-check

System Upgrade

Advanced Setting

Figure 2-23
Server address: server IP, port is 5080 by default. On device registered via sip server, the port
must be identical. See Figure 2-24.

0 &

IP Address
Network Port
User Name
Password
Realm

Enable Status

Figure 2-24

2.5 Basic Config

Account modification: login config account, modify login password.
System maintain: support to reboot, shut down and restore.

Restore default: it will clear database and restore default status.

Reset password: reset backstage config/system/root user login password.
Time setup

Function in wizard, skipped here.

Web access port setup

B
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In case web port 80 is occupied, you must modify to other port and assess the system again by
entering IP address plus port no.
i.e.:portno.ischangedto8 01, the I P address shal Figue@2-25 0ol | owed

@ 172755182

File Edit View Favorites Tools Help
% % Testlink1.9.10(EI D1eG0) g Windows 7 language pack... £ Suggested Sites v & Web Slice

DSS

Digital Surveillance System

Figure 2-25

. Add static router
In environment of single Ethernet card or multi-Ethernet cards, you may be able to access more
than one network segment via router, here add static router addresses of these routers to prevent
network address error.

Ping check
Enter IP, click Apply, test whether platform server and other network are the save, and ether loss
of packet exists.
, Log
Support unitin day, to download server log of entire system.

2.6 Emall

Email config is the same as in wizard, skipped here.

2.7 Storage

Storage config includes local config and network config.
Local config: plug hard disk to local server, and you can directly format hard disk and set type
of video or picture.

B
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Set to picture, this disk only stores picture info; set to video, this disk only stores video info; see
Figure 2-26.

Quick Guide ‘ ‘ 11

Segment Setup
e
Basic i e Slotinfo/RAID Type  Capacity(G ed Space(GB ee Space(GB! Disk Type 5 ealth § ile 5 Status Operation
Map Server /d nd0 RAIDS 3 Video

Disk Name Siot Info/RAID Type Capacity(GB) Status Health Status Operation

Email Server

Storage Config

Selfcheck

| crmonzes |
Figure 2-26

Click Create RAID Type, to create Raid and improve data security.

Note:

Raid is a simple technology which can improve external storage solution which can be selected

according to actual scene need. Currently the platform supports setup of multiple Raid methods,

and user can customize this.

See Figure 2-27.

Create RAID Type m

raidd

Status slot Info Capacity|GB)

Local config can set hot spare: local hot spare and global hot spare. Local disk may be selected to
be hot spare. When other disks in use are failed, it can replace any of them.
Local hot spare: select one designated Raid group. (current only supports Raid5).
Set hot spare:
1. Select hard disk: select button to set hot spare, see Figure 2-28.

Disk Name Capacity(GB) Used Space(GB) Free Space(GB) Disk Type Status File System Status Operation

Figure 2-27

Set Hot Spare

Figure 2-28
2. Afterclick the button, see Figure 2-29 and select hot spare type.

16



Set Hot Spare

Global
T

Figure 2-29

If you select local hot spare (only support Raid5): locally select one raid5 group.

Set Hot Spare

Jfdev/mdo
fdesirmdd

Figure 2-30
After setup is successful, view Raid5 group which has one additional hot spare disk. When any
one of raid5 disk is broken, local hot spare will continue working.

Used Space(GB) Free Space(GB) Disk Type S File System Status

Capacity(GB) Status

1B62.0

Figure 2-31
If select global hot spare. See Figure 2-32.

Set Hot Spare

Figure 2-32
After setup is successful, when any one storage disk in server is broken, global hot spare disk will
replace it and continue working.

[dev/sdk 1862.0 = = Not set Not formatted Activat...

Not formatted Activated,Global Hot Spare

Figure 2-33
., Network disk: via network add other storage server, such as ESS, EVS (before adding,
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please configure Raid disk on storage server).
After you add it, you must format this disk,
see Figure 2-34.

Quick Guide

Disk

Segment Setup

Server Config

Basic

Email Server

Storage Config

Node Name Volume Name Disk Type Capacity(GB)  Used Space(GB)  Free Space(GB) Usemame  File System Status Opera

Self-check

System Upgrade

Advanced Setting

Figure 2-34
For the added storage server, it has been added and used by other server, then the Raid group
info will be abnormal, see Figure 2-35.

Disk

T Refiesh | 5 Fomat | & Manuslly Add

Status Node Name Volume Name Disk Type Capacity(GB)  Used Space(GB)  Free Space(GB) Usermname  File System Status  Operation

Figure 2-35

If you have to use this disk, click Rob, and click - when you see prompt, click OK.
See Figure 2-36.

Warning

Figure 2-36
After robbery, the server can immediately use this disk to store.

2.8 System Self-Check

At the upper left corner of system self-check interface, it shows system real-time operation status.
means normal, II means abnormal, see Figure 2-37.

Config System ,

Figure 2-37
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Click to see corresponding details.
Application check: it shows current system running server, database, FTP server operation
status, see Figure 2-38.

5

Storage Config

Self-check

System Upgrade
Advanced Setting

Figure 2-38
. Network check: it shows current Ethernet card status and real-time stream in/out flow, see
Figure 2-39.
Quick Guide

Application Check Hardware Check  Disk Check

Segment Setup
Server Config

Basic

Email Server

Storage Config

Self-check
System Upgrade

Advanced Setting

Figure 2-39
Hardware check: it shows current system running status, and real-time data, see Figure 2-40.
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